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Combined Application of RFID and Two-dimensional Bar Code in Ciga-
rette Anti-counterfeiting

CAO Le, YUAN Yan, SHI Huan-huan, WEI Yuan

( Xi‘an Technological University, Xi‘an 710021, China)

Abstract: A cigarette anti-counterfeiting system based on RFID and two-dimensional barcode technology was designed
to solve the disadvantages of commonly used RFID. The core thought of the system is using RFID for true and false ver-
ification of the cigarette, and using two-dimensional bar code for identity validity confirmation of the anti-counterfeiting

system reader. The operation principle, structural design, and software design of the system was introduced and the
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safety of the system was analyzed.
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Fig. 1 Anti-counterfeiting system structure

1) BSIrG, BIF IR NARFZNEBEIR, 1=
87~ mlE—YRIS UID, 9l %8B SRR B RAMA,
AETF N DPRER RSO T RERRNHBMNE, ]
HERNEI IR, BT rSAZIK,
BEZEROEEHTHEN, UHP SRBMESL, 4R
BEREIEA 13015693 ,HF(13.56 MHz) BV ™52,

2) 5L, IS miuEEAB B SR oY
HRER, ZAFKEISSHDONET B KRinZ
55 3 2£,)%M 13. 56 MHz &7F PDA 8 RFID 125
g5, FTIREE S EE2TRNERM R M W

BENRBIFIEH, BT SLINE N DR ESFTBMR
SRR, STNERENRHSEFUN TN, £
REFBNEE ST A AT MMS Y EY GPRS ¥i=
IR BIR, BT RS saEHT ",

3) FISEDRIN, BIASIECRINE Tt &E
N1.GPRS SR EIR T diE EHN, HIDEES
CRE BRBVB SR UID, BFFHNMIE; 54
IR RBIE . RIS ENI XSS HITREE
{5, BRI 45408, ISR &AM ; OhESes
REKNHS B8 UID, BT M B Finss 25
SEOVSNEAIB IR BYENDIE, FHEE 1 B EuE
ERES,

B RFEAR TIERIE . BB S IReH AL SEs
TEoEN, S5 R EFINES; BSirB TS
SITERNEBRMEEUS; BT, LS8 L I8NnE
IR 4D BH 9IRS — 45 5% 59, Sk
5510, ROEE25S8BFira LS8 ol
UERIBR5 U, % RiE S it SED,
EEESKSB SR IROAY UID SFAKIEDIN AL %
NERE UID HITWEH, FFEMIESRTESs
PDA BB EER, TR ASIIBEIRE,

2.2 BRRGZRIFRIT

PR SEB AR 2R as S A SRS IhSIE
PINESDER, AR SE-ResEi 0 RSN B R
T IREWRE: UID, FEARAIIERIVNEES, Bk
AENEPINBB D RARIIEESE 819, K ESR 6
UID, FHHETRER. PHEREDBINE 2 F1E 3,

1
2

AT

==

HEBU TR (7 B HRAR, T

BRI B
A
~
%ﬁ%%ﬁ&ﬁ IEHII
R BRI LS

B2 ik R e

Fig. 2 Fore-end software flow diagram
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Fig. 3 Terminal software flow diagram
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