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Information Encryption Technology with Strong Robustness Based on QR Code and
Matrix Mapping
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ABSTRACT: The work aims to put forward an information encryption technology with strong robustness by embedding
pseudo plaintext image into host image transmission, in order to avoid the risk of being cracked brought by the traditional
algorithm directly encrypting the image information as plaintext and the encrypted image with plaintext image informa-
tion. First of all, preliminary encryption of plaintext image color QR code and pseudo plaintext image should be done,
then the mapping matrix between two images by addition principle was constructed, and finally the encrypted pseudo
image was embedded into the carrier image based on wavelet transform and singular value decomposition. Through es-
tablishing the relationship between the QR code (as plaintext image) and the pseudo image and embedding pseudo image
into host image transmission, the algorithm not only effectively avoids the risk of cracked plaintext, but also has a strong
ability to resist noise, compression, clipping, rotation and other malicious attacks, which shows that the encryption algo-
rithm is of good security and robustness.
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tion
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Fig.1 The process of information encryption algorithm
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Tab.1 Quality evaluation of image encryption and decryption
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Tab.2 The experimental result of anti-attack test
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Tab.3 Comparison of algorithms

% PSNR
nges fmesata) N —

) o . o REE R
Sk /s Is S e vem e RIS T
BILIS] 0.6875 12.6563 13.3438 30.8170 14.5759 A 30.7262 30.7432
SR 0.7725 1.6202 2.3957 41.0775 33.1079 29.5702 33.0155 30.5010




- 198 - f, %k

T 7%

201743 H

3.3 HPREESW
3.3.1 YIS

o 118 8 S SRR R I 405 O ) % B 5 T T L AR
52U AL G A S B R RN
SCHP R TR A R W SC MG AN TE E IR, AL
HOIEN T RO MERE . 5 B AR I R 2R A, Hrh
2230 T (1) 16 AU BT 22 R I B e A A T fi s R, A
MY K TR ] [EE, WO R R AL R S
AU 225 S0 W] IR I A RE A R R, AR
RS TEIE A RE R N E R, R
HATSR AR5 25 ]
332  HHBUENE T

E%%?ﬂﬁﬁﬁ K11=90, K»=120, K;3=70; K;3=75,
K3=110, K33=80 BT, RAWISCEZEIZ @ QR
fith a F15 FEUR Lena #4707 B S250 X EUR ATk 2% 0T
PO, R RCREAPON AR UL 4, Kl 4 iy EBRY
JTokl. B 4a H K=91, Kp=119, Ki5=71; K3=74,

a SSIM=0.0360 b SSIM=0.4585

Ky=111, K;3=8111=90; K,=120. & 4b 1 K;;=90,
K1,=120, K,5=70; K3,=74, K3,=108, K3;=80. [ 4c thrsf
FEREBRARIN AR . 1] 4d A S8 S A PR AR

AL 4 AT, Y R AR R R 2 B R Ay
AR EIRERT, RS RIS, 26 QR AT
IR A REIR B, IR B B r % Uk
PEo RIMEBRASRIIHENT I SCEMGR I REBEE B, (B ANRE
IRBUEAT N S 8., XL EE RS E I (5
BT, fE—eE R L TRk E ettt
333 GRitdetEadr

38 2 X LS G OR 4 AR 0 B L, BT D
U PG R 2 S AR e R A7 0 A1, & Sa, b 4
) Sk BROGRT n %% 45 B B SCEME BP0 QR 5 AL 2%
i E G “Lena”i B 7 K. il B AT vl 0, ins
HIF G FZ 0 By P 5L AT B W i AR AR R 25 5%, BB SCIA]
GG HERAT R, BRAR T BH SCRNSE SCI AR G, B
T BRI GETReE  7E— o B R L REAIR T e i 1)
RS

¢ SSIM=0.0384 d SSIM=0.1959

Bl 4 REURE I I PR

Fig.4 The decrypted image with wrong key

70
60

(LE

0 50 100 150 200 250
Y35

a W SCE1%

Bl s gy a RS E o EIX

Fig.5 Image histogram comparison before and after encryption

4 Z5iE

BEXT R G0 N Sk B AR T WIS B0 o i
N BRGSOk 2y DR Ak 1) XS, by T — ol ik
T QR W FNAE M ST A 5 B 30k . Bk RN
IR B0 QR AE MWL, 25T Arold 42

3000
2500
2000
1500

(&S

1000
500
0

100 150 200 250
/353
b & CER

0 50

By S0 AR5 07 1%, Tl f S LS O W S 8
AL S5 S O I S PR (5 R A AR MR AT AR i,
BT EPAMBLNEDLSE, BT T R
w8 AN O (R R, RIS XA
L1 AT BOR B A 2 A [R] IR B R Hu A 5 1 R GE Y
Ll g Matlab £7 BRI AU BERS A S i



$38% H£5H

PP 3R AT - BT QR A AR [ RS £ 500 45 1 £ S I B

+ 199 -

[EYIK AR e ETTRE RO R S L LN N LR
Yok BAT 58 K AOARPUAE 1, 78 SCPR A h BT B 1Y
I HHE

EEPUE

(1]

e, R BT LM AR HORT Gyrator AR Y 845
T[], SE2A4ss, 2015, 37(1): 76—78.

CAI Ning, SHEN Xue-jun. Image Encryption Based on
Fourier Transform and Gyrator Transform[J]. Optical In-
struments, 2015, 37(1): 76—78.

VA T L o R e R 0L VL R S £ TR
I FAEREIUI]. VR SEALN S B, 2014, 31(10):
322—328.

RUI Kun-kun. On Image Encryption Algorithm Based on
Discrete Fourier Transformation Integrating with Doubl-
ing Chaotic Map[J]. Computer Applications and Soft-
ware, 2014, 31(10): 322—328.

XSRS, ok S5 06 KL T VR R A 328 B 450 % Bk
[7]. &ML, 2013, 33(4): 1070—1073.

LIU Le-peng, ZHANG Xue-feng. Image Encryption Al-
gorithm Based on Chaos and Bit Operations[J]. Journal
of Computer Applications, 2013, 33(4): 1070—1073.
AL, Mg, WA, 55, BT Henon WU %7 #
B[], ALRTHE HLR A2 224, 2008, 31(1): 66—70.
ZHENG Fan, TIAN Xiao-jian, FAN Wen-hua, et al. Im-
age Encryption Based on Henon Map, Journal of Beijing
University of Posts and Telecommunications, 2008,
31(1): 66—70.

MR, AT, . T A OGS R
WHARBIFI]. 644K, 2014, 34(3): 91—99.

LIU Xiao-yong, CHAO Yi-ping, LU Pei. Research on
Optical Image Encryption Technique with Compressing
Sensing[J]. Acta Optic Sinica, 2014, 34(3): 91—99.
ik, FE T Arnold 72 ) £y 4% In & 594 [D). T
M AR PR O, 2015.

YANG Yang. A Digital Image Encryption Algorithm
Based on Arnold Transformation[D]. Guangzhou: South
China University of Technology, 2015.

R, wiPRAG, TR AT Arnold AR H T
G STIL ). D6 #H0R, 2009, 35(3): 385—390
REN Hong-e, SHANG Zhen-wei, ZHANG Jian. An Al-
gorithm of Digital Image Encryption Based on Arnold
Optical 2009, 35(3):

Transformation[J]. Technique,

[13]

[14]

[15]

385—390.

Pk, TN BCRAKE K SEDTST[D]. Kb
K2, 2007.

LUO Jing-yi. Study on Blind Watermarking Image Based
on DCT[D]. Changsha: Central South University, 2007.
BT, T, T SVD-DWT 307 E G /K EN ST
HE]. TSR, 2009, 26(8): 104—107.

QIAN Hua-ming, YU Hong-yue. A Digital Image Wa-
termarking Algorithm Based on SVD-DWT/[J]. Computer
Simulation, 2009, 26(8): 104—107.

ERELL, BACGHE, XXX, & MRA QR M AR
MR I K ENECR D). e+« WOk, 2016(10):
1094—1100.

WANG Xiao-hong, WEI Dai-hai, LIU Xuan-xuan, et al.
Digital Watermarking Technique of Color Image Based
on Color QR Code[J]. Journal of Optoelectronics Laser,
2016(10): 1094—1100.

AHMAD A M. RGB Color Image Encryption-decryption
Using Gray Image[J]. IJCSI International Journal of
Computer Science Issues, 2015, 12(3): 137—140.

ki, JETH AL Arnold Ji A8 i (Y XURE (5 -G /K BN S
WF9T[I]. WHSNLS B TR, 2013, 41(11): 1819—
1834.

ZHANG Bo. Double Color Image Watermarking Algo-
rithm Based on New Anti-Arnold Transformation[J].
Computer &Digital Engineer, 2013, 41(11): 1819—1834.
WANG Z, BOVIK A C, SHEIKH H R. Image Quality
Assessment: from Error Visibility to Structural Similarity
[J]. IEEE Trans on Image Processing, 2004, 13(4):
600—612.

Xwets, B b, RN, 5. AR E 5 LR U A L
(¥ Pl (Tt b 2 L)), AR AR, 2014, 35(3): 216—
223.

DENG Xiao-heng, LIAO Chun-long, ZHU Cong-xu, et
al. Image Encryption Algorithms Based on Chaos
Through Dual Scrambling of Pixel Position and Bit[J].
Journal on Communications, 2014, 35(3): 216—223.

Wi B . T R e R 0 R € RO B SVE AT
[D]. 2=H: =MK%, 2012.

CHEN Guo-liang. The Study of Color Image Encryption
Algorithm Based on Chaos Theory[D]. Lanzhou: Lanz-
hou University, 2012.



