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Application of a Switched Lorenz Chaotic System in Image Encryption

XU Yang, HUANG Ying-jiu, LI Hai-rong
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ABSTRACT: The work aims to introduce a new type of switched Lorenz chaotic system into image encryption system to
improve the effect of image encryption. When the image encryption system adopted the "scrambling-diffusion- scrambling
-diffusion” process, firstly, combined with the key K, the switched Lorenz chaotic system was combined with four order
Runge-Kutta equations to discretize the plain image, and the plain image matrix was scrambled through the Arnold map-
ping; the image was diffused through the bit "exclusive-OR" operation; and then the image was scrambled through the
Logistic mapping; finally, the image was diffused through the "cyclic shift" operation. Through the simulation experiment
to test the performance of image encryption, the test values of the encrypted image's related parameters NPCR and UACI
were approximately 99.60 and 33.4, respectively, which were very close to the theoretical values. The information entropy
test result was approximately 7.997, which was also very close to the theoretical value of 8. It is shown that the image
encryption system with new switched Lorenz chaotic system has strong robustness and reliable security, and can effec-
tively improve the anti-attack capability of the encryption system.
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Tab.2 Test results of correlation coefficient

X
E1& 71 — SCHk[14] SCHR[15] SCHR[16]
B SC %53
K 0.9868 0.0212 -0.0066 0.0011 -0.0063
Lena FH 0.9698 0.0068 —0.089 0.0098 —-0.0109
Xt £f 0.9676 0.0013 0.0424 -0.027 —-0.0154
K 0.9679 -0.0096 0.0063 -0.0047 -0.0009
Camera FEH 0.9297 —0.0065 -0.0142 -0.0195 -0.0223
Xt £ 0.9176 —0.0043 0.0168 0.0279 -0.0025
K- 0.9792 —0.0057 0.0194 0.0071 0.0038
Peppers FEH 0.9730 -0.0177 —0.0091 —0.0065 —0.0082
Xt ff 0.9667 0.0012 0.0123 —0.0165 0.0078
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Fig.8 The phase diagram of each direction of adjacent pixels in Lena plaintext
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Fig.9 The phase diagram of each direction of the adjacent pixels in the Lena ciphertext
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Tab.3 Test results of plaintext sensitivity

Fif% 3 3CHk[14] 3CHRT15] SCHR[16]
NPCR UACI NPCR UACI NPCR UACI NPCR UACI
Lena 99.5973 33.4410 99.5511 33.345 61 99.6092 33.6322 99.6231 33.8144
Camera 99.5981 33.4503 99.5749 33.3691 99.6105 33.6862 99.6216 33.7326
Peppers 99.5980 33.4424 99.5808 33.3540 99.6236 33.7386 99.5726 33.4723
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Tab.4 Test results of information entropy

e X SCHR[14] SCHR[15]
Lena 7.9973 7.9951 7.9965
Camera 7.9973 7.9960 7.9959
Peppers 7.9970 7.9965 7.9958
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