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Image Encryption Algorithm Based on Physical Random Bit Generator and
Chaotic Pixel Cross Interchange

GUO Jing-bo
(Department of Computer, Pingdingshan Institute of Education, Pingdingshan 467000, China)

ABSTRACT: The work aims to solve the defects as unsatisfactory sequence autocorrelation that causes low cipher secu-
rity induced by neglecting time delay generated by the random sequences in current chaotic image encryption technology
and difficulty in overcoming the periodicity of its own iteration. The cascade-coupled chaotic semiconductor ring laser
was introduced to design an image encryption algorithm based on physical random bit generator and chaotic pixel cross
interchange. Firstly, the SHA-256 hash function was introduced and a 256-bit key was generated with the value of the
plaintext pixels, and then the 256-bit key was divided into a series of 8-bit sub-keys. A group of chaotic sequences were
outputted by calculating the initial conditions of Logistic-Sine composite map with these sub-keys. Then, the pixel cross
interchange mechanism was defined according to the chaotic sequence and the input plaintext was preprocessed to elimi-
nate the correlation between adjacent pixels. The physical random bit generator was designed based on the cas-
cade-coupled chaotic semiconductor ring laser which made full use of its own time delay and cross feedback to synchro-
nously output the control matrix and stochastic bit stream that considered the time delay. The pixel confusion mechanism
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was defined by transforming the chaotic sequence outputted by the Logistic-Sine composite map into a transition matrix

and jointing the control matrix to completely change the location of plaintext pixels. Finally, the pixel diffusion function

was designed with random bit stream to change the pixel value of the image. The experimental results showed that the

proposed algorithm had higher security and robustness which could effectively resist against the plaintext attack compared
with the current chaotic encryption technology, and its corresponding cipher entropy was about 7.9958, and the values of
NPCR (Number of Pixels Change Rate) and UACI (Unified Average Changing Intensity) were 99.50% and 33.46%, re-
spectively. With higher security and anti-attack capability, the proposed encryption algorithm can protect the safe trans-
mission of images in the network and it has better application value in the field of information security and an-

ti-counterfeiting.

KEY WORDS: image encryption; physical random bit generator; pixel cross interchange; semiconductor ring laser; con-

trol matrix; random bit stream; pixel confusion mechanism

EUR LS A 5 e RIA 5 S o Z AR,
AR I 0T, 308 T R R AR A TG, e
i), Zil sz 4Rty S RIS B E s LS
B, BHPE R ki Rkl ok, o
PR3 UG AR B AE RURE I 2 A4, B 1 e ot
SEONIE, TS YA RS E BRI A P

PG 25 VE Sy > i e ke (BT 5 4 4 A Hn 1 i 2
AR, BT AEEEWR . Bk, MERMRS
ISR H 25563, ARG E AL T —Fo iy . A2
PRI B, SRR HAR s — P E 3R
s 22, i Ye 2 NP T 5T 445 Logistic
WSS RSN T 58, SEER SRR, o HoR B
AR N R BT SC i BR ) . mUARSHSE
Logistic ML TEAE S Logistic MGt AYFRE [ EfT T 2
b, R T ORI E O, EUE AR E TR pl
BH(<3), D REAHM, T2RENET T —M
TRV R G0 0087 B KGN % 5k, SEgR s Rk T
B A MES AR, BTFHRERRE T U4
Chen R%4t, B m, MR INERERM.
Xu 25 AT T R TP BB S sh 51 45 /) &
G ik, E bR A SR R 2 A E, R
RGO A x AbbR .y ARbR Sl R, DLE
GLEMR , TR sha8 5 1 4 BBoR U B L% SCrR
RAA, DARIUE SC, B £ R 2006 17113 51 7= A
SRR AR ] SRR B, R I BENLT 51 AR OC
PR, P SO A Rl —

BRI RN, % BRI 8 A e e
A s ) SR B G, A [ A DG 8 31 488k BRAR AR AR
&, A S BENLYE, 73 &% S etk XTit,
SCHREE T SCHR (910 JEVARL, J S B3 i I 3l o 5 %
ek, I T R Y R AL A A SRR R L
SCH Ay GO Rk . RSO R BRI R R S
TRVEBCR AR, e kAR, TR ERENL T A1
ISR F A BA S5 1) TR 5 TR i~ AR PR E
WO AR [R5 A s i B 55 BEAILAL A, o 3 50 1)
HTEGESL S 8 IEX rit Bk m L ettt
Ualloes

1 REBEREFERTELS
9 UK RS A IR Dl T 1R 3R B B0 & (CCSRL,

cascade-coupled semiconductor ring lasers ) f%) 25 #4 T
1, EEAFEENNERE, AR iifE Sl
PETE, BRI A S Y, h—A Bk R
PO AR (M-SRLL) Al — Al 57 19 2 5 AR T8 06 %
(S-SRL2 s # S-SRL3 )&, 38 # & A Wi 51 (CW,
clockwise ) Flli%i i} £ (CCW, conter-clockwise )= .

X F— A~ Bl R AR X A 2 SR SO AR SRL, I
TR 7 AR T AR HE 28 35 Wy o Ak Bl ) 25 i 4 G K Ab
FHJ5 A9 Maxwell Bloch 7 et S, Rk, *FTIf
TTHEAS R E R AREOLE SRL 1F, X
2 SR R RS % AR

% =k(1+iey)(Giew Ny —1) Eycy — (kg +ike ) Eycew (1)
+kficew Eicew (1= Ticew )efi(WﬂCCW)

L‘?ldctcw =k(1+ie)(Gieew N 1) Eycew — (kg +ik. ) Eicw )
+hkficw Ercw (1= 7icw )eii(W]CW)

dE , .
% =k(1+ia, )(GrewNa —1) Eyew — (kg +ike ) Exycow 3)

—i( @750y +A@,T)
+kfacwEiew (1= Tipew )e Ao oo

dE j .
fjctcw =k(1+iay )(Gieew Ny —1) Eycew — (kg +ik, ) Eycw

. —i(&y75ccw +A@,T)
+kfrcew Eicew (f ~T2cew ) € e :

)

dE . j
_;fw =k(1+ias )(Gyew Ny —1) Excy — (kg +ik ) Escew (5)

—i(@ 730w +A@T)
+kfysew Ercw (1= Tizew )e Ao o

dE . i
—i;cw = k(1+la3)(G3CCWN3 _1)E3CCW _(kd +lkc)E3CW

—i( @730y AT
+kfscew Eicew (1= Tiscew ) @ {@iticcw +AosT)

(6)
de 2 2
_:}/|:uj_Nj_GjCWNj|EjCW| _GjCCWNj|EjCCW| }

dr
(N



-+ 224 - % T &

2018 4% 7 H

Gicw =1—s|chw |2 —C|E,-ccw|2 ®)
Gjcew = 1_S|chcw|2 _C|chw|2

X j=1,23 400 %m £k SR BOCE
M-SRL1, S-SRL2, S-SRL3 ; E;cy, Ecow 778 M-SRLI
T CW 5 CCW B FIGZZIRIE; Eyxcw,
Eycow 7678 S-SRL2 H ) CW 5 CCW #3315 17 2%
BYRIE s Eyow, Escow 267 S-SRL2 H1#) CW 5 CCW
BB SR IRIR s N, VR T IX A 2 807 1
WL kIR o, WERTIHGIRIN Ty
AP s A IR REG o 8 UM R AL
kg ke ORSY S FEROM G BB u, WH—EAR
s kiowskicow MRBEIE s 70w, 7icow M BT
5 kisewskiscow s kiaew kiacew DIRE AN Vi T13cw>
Tiscew s Tiaew »Tiacew MIEARTIE; Ao, Awis NI
e, HHELREUN N Ay, = 0y — 0y = 20(f, — f3),
Aoy =0 —wy =27t(f1 —f3) s s o f3 5351 M-SRLL,
S-SRL2, S-SRL3 [ HizfTHIL MR,

. HHEEA

M-SRL1 S-SRL2
—> I

— I
S-SRL3

K1 G AR MR SR PE O S CCSRL 125y
Fig.1 Structure of cascaded-coupled chaotic semiconductor
ring laser CCSRL

XFFSCh R, fEFI] CCSRL RGEA: BUR T4
i, LA ZHCRMCII0— 1M S % s=
0.005, ¢=0.01, AwT =0, atcw =aTccw =ATcew =

>
>

OTew = OTpscew = OTcw =0, ky =0.033ns™", &, =
044ns™, y=02ns", = =1, =175, kfjow =
25087, kficew =10ns™", 7o = 0.7n8, 7,0 = 0.8 15,
ksews=hscew =iacw =kizcow =008, Tisew = Tiscew =

Tipew =Tiacew =908, =t =3 =175, o =a, =
a3=80

N T IR AIMEROLSE SRL BRI
TR BRSO B RSN 38 SURIE s PR A 71T
i
s ()= <[[i(t+At)—<I,-(t+At)j][lj(t)—<lj(t)>J>2
\/<[1i(t+At)—<Ii(t+At)>] ><[Ij(t)—<1j(t)>] >
)
A i, =123, il R EOEE M-SRLL,
S-SRL2, S-SRL3; <> [ F-F4ME 5 Ar s J5 i 1] 5

LR 1 =g, [
2 YEERENLALE R SRRNIE T RORE R S A

HRHE CCSRL B, STt T —Fhy PR
RS, AR UL 2, AKIE 2 AT, W RRBER LA A R
BTN 2 Y AR B IR A TR T AR
HWOLAS; AT EANE R, b%, ERIEIERDE
#% S-SRL2 it B as, K —1> 50 1 50 MOGLFHE
Aivo XTHAE M ES, Wi CRENS, I —
P TR IO R BAE S, BRI IER G, #4554
—PME T AR 5.39 ns. RJE, B2 MNHEGTRVG L
AT AT H A GBS B S A 22 50 R RS
74 11 CAVA A £/ N7 SO S v 1| VA1 o A 1 57 R
St AB IR Sl XOR |12 01, BAEE] 14~ 215
M ZFEEA s 3 h—aB o W 3k A2 5 XOR ],
B, MR CW., CCW BEiUA: hehy 2 AFlHL 3
FORRR I 3 — XOR b3, B AT —2H B LA vy
FIBEALOLI . A HL = A IR IS S B E SR AE 25 ps SR
FEJEIA N CRAER Jy 40 GHz), I — IS i B AR St mT
WAL T REEAN AT R

FRAYE IR IR VT AT, FE A Bl LA I 230 o ZUBER
AR FIRIRIE 64 CCSRL kA= it iy, i
CCSRL # & T WFEIAEIR , kb TR R G 2 k1L
() JE A, L BEAILAS S8 A9 R DG 1 T 78 AR it 2 i
IR oRFERFFAE AR R, (0 28 11 Ry AR 1Y) T Bl
MLME, AT S5 2 SO 4

T R EOE#$ M-SRL1, S-SRL2, S-SRL3 Y
R FEER A, SCh AR B, Pl AL
ZXARFRZBCH Bbr . fEixkMlr, 5 B A e
kisew =kiscew =koew =kocew » WAE R 2 ANOEas Z 1]
B IR] 20 AR R A 2 SR UL 3. KR 3 AT, M AR

[e]

K2 Wy BREEALAL A A BS54

Fig.2 The structure of a physical random bit generator



#5396 9130 SR ST B HLAL A B8 5 R M 2 5 ST 9 PR AR B . 225 -
1.0 " 7 FE I ) — AN e I, S-SRL2 5 S-SRL3 2 1] 14 |7
0.8 0.984 iﬁﬁx KB BRAAE, 5 1 BT, BAh, YTE AR

@ 0.6t Py kpew=50ns '}, M-SRLI1 5 S-SRL2 =[] f) [|] 4 i 5
s 210 0.984, 3 4] 3 2 B AR SFIBOL 4% M-SRL1 5 1
Zo4r SEFEHOERS S-SRL il ty AT FAR ([l 54 . i
02 645 M-SRL1, S-SRL2, S-SRL3 [#i H 45 5% i il 45§,
. Rk UL 4, HRIE 4 m] 50, 3 A2 ARIRE B 2R AR
20 40 60 80 100 A FIRMIRES, HATE 2 MEoLas 2 a4 IR G 5
AR B Kicw WP T = 2%, Ul B LA 4w AN o] T 5 EL
1.0 . 5 fE S-SRL2 5 S-SRL3 Z [A] (¥ [A] A MR e, 38 XAH G
o8 S— FHUK, 250 0.9998, A3 BT IIE M “17. .,
= by A LA FF A S-SRL2 Fil S-SRL3 % 2 Fislole 28 b B iy
f-é 061 Y ERBENLAL A B AR R AR H] 25 BEMLA A AT
04
2 s 3 XHEEGMBREXIZIT
0 o e w0 100 SRR RN Rk R LI S, A, BT
AR B Kyacw PN AR R 3 AR B TR R X H AL Y

B3 3 OLAR A TR R 25 1k i

Fig.3 Chaotic synchronization test of three lasers
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Fig.4 Time domain characteristics test of output signals of different SRLs in CW and CCW modes
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Fig.5 The process of the proposed image encryption algorithm
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Tab.1 Pixel confusion algorithm

1 Input: Tyositions Tcontrol> Tiransition Of size M x N.

2 Connect pixels in Tposiion With locations 1 ,-+,M x N into a circle.

3 fori=1toMxN do

4 if Teonor() > 0 do

5 if Tposition(1) > 0 do

6 swap(Tposition(1)s Tposition(M X N - mod ((Tposition(1) —1) , M x N)));
7 else

8 swap(Tposition(1)s Tposition (i — Tiransition(1)));

9 end if

10 else

11 if Tiransition()+I < M x N do

12 swap(Tposition(1) Tposition (i + Tiransition(1)));

13 else

14 swap(Tposition(1)> Tposition (MOA((i + Tiransition(1)), M x N);
15 end if

16 end if

17 end for

13 output: T'position = sSWap (P(1) , P(Tposition(1)));
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Fig.8 Encryption effect based on continuous diffusion
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