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Optical Image Encryption Algorithm Based on Hybrid Amplitude-Phase Retrieval
Technique and Two-dimensional Coupled Chaotic Map

ZHAO Yu
(Department of Basic Education, Jiangsu Food & Pharmaceutical Science College, Huai'an 223003, China)

ABSTRACT: The work aims to solve such defects as easy occurrence of color information loss in the decryption process
induced by the current optical image encryption algorithm that mainly directly applies the monochromatic beam to the
plaintext. An optical image encryption algorithm based on hybrid amplitude-phase retrieval technique and
two-dimensional coupled chaotic map was designed herein. Firstly, the R, G and B components of the color image were
extracted. Then, the two-dimensional composite map was formed by nonlinearly coupling the Logistic map and Sine map.
The three chaotic sequences were obtained by the pixel information of color image that iterated the composite map, so that
the R, G and B components were scrambled by constructing the position engine obfuscation mechanism. Based on Logistic
map, the initial value conditions generated by the plaintext pixels were used for the iteration of the Logistic map to output
one chaotic random mask. Finally, the hybrid amplitude-phase retrieval technique was designed based on the ampli-
tude-phase truncation method and Gyrator transform. The scrambled R, G and B components were encrypted by the uni-
directional binary phase function and random mask to obtain the corresponding detection amplitude. Then, these compo-
nents were combined to form the encrypted ciphertext of real-valued function. The experimental results showed that, with
higher security and decryption quality, the proposed algorithm had stronger ability to resist plaintext attack compared with
the current optical image encryption mechanism. The proposed encryption algorithm has higher anti-attack ability and can
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protect the safe transmission of images in the network. It has better application value in the field of information security

and anti-counterfeiting.

KEY WORDS: optical image encryption; hybrid amplitude-phase retrieval; coupled chaotic map; position engine obfus-

cation mechanism; random mask; unidirectional binary phase; real-valued function
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Fig.2 Hybrid amplitude-phase iterative retrieval process
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Fig.3 Process of the proposed optical image encryption technology
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Tab.1 Test results of information entropy
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Tab.2 Correlation coefficient test results in
different directions
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