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Nonlinear Chaotic S-Box
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ABSTRACT: The work aims to design an encryption algorithm to solve the problem of poor anti-cracking performance
induced by the sequence with iterative periodicity and one-way diffusion mechanism to scramble the pixels in current
image encryption algorithm. An image encryption algorithm based on bidirectional correlation diffusion and nonlinear
S box was designed. Through hash scheme, a key related to the initial image content was formed. Based on the
two-dimensional hybrid chaotic function, the position crossover rule was designed with sub-keys to scramble the pixels of
the plaintext. A 16x16 nonlinearity S box was formed based on the linear fractional transformation and the chaotic random
array. The forward diffusion mechanism and cyclic forward shift mechanism of S-Box were defined to complete the for-
ward encryption of the scrambled image. Finally, the initial conditions of the hybrid chaotic system were updated to con-
struct the reverse diffusion mechanism for encrypting the forward cipher in reverse direction. The test data showed that
compared with the existing chaotic encryption schemes, the proposed scheme had more advantages in security and effi-
ciency, in which the time consumption was only 0.59 s, and the stable NPCR and UACI value was up to 99.74% and
33.69%, respectively. The proposed encryption scheme can resist external attacks in the network and fully protect the au-

thenticity of image content.

: 2018-10-25
s FRATHESREFT X ARAEZRAL (20180233)
E#(1979—), %, Mt, KK, TEARITOAALER., 8554, B4R,



- 244 - £, %% T

2019 4E 8 H

KEY WORDS: image encryption algorithm; bidirectional correlation diffusion; nonlinear S-box; two-dimensional hybrid

chaotic function; linear fractional transform; cyclic forward shift

G & A 35 B 5 R N 2, IR 4%
Wk S, R AZ BRI S R, LT
R ESSEN, B, el =, iR
B QR —HERS AR T M, AR ME BALHET
R, YA A E i, HE,
QR " HEfh A B (55 22 A PE AN Y, HE TF 0 o 2%
IRBE R, B0k 3 T (8 A R L, 3R
PGS, S XA FARER, F, AT B
1E QR =4k g Ml , FEILRIATT, WX TR 4
e, Ugm ek, Bar, BN R IESEE
I s 33 ok vl 3 QR S HRAR A5 ek i BE 1121,

J T FEAEE VIR A E R, TR e AR
RAEEA BN, EAR, BT —RH 05T RIR
INEHA, W EREEBDFHE L /H)TPH . Lucas J§
5115 2D Arnold pREL, i i 22 5 4 1Y B BLAZ R P RLIZ
FEOE, FHARIEBEALT 9K E ORI s AL, 52
MG EMNZEFY B Liv FUNIRE IS 1 BRI B
1= 4 bits FEFEFUIE 4 bits R, AL 4 ARSI AR
IR logistic RERIH AR il 5 RIS i B AH 56 A TR il
A, K H OB, T B B SRR 4 7 8 B )
BUs L, SRR I . Cao 25013t T £ T 2D LICM
AR R WS B 7 G R 2 Bk, a4t Logistic
G B 55 it A TR T A DA R A R LML, TR
UG E O E, FHE B XOR &1, Bt higns
MR DI AR AE .

HE, AR R G A7 AE B i JE ) g
HAEMUARG Z AR, SRR B 3 5ok, i
TR D Ty ik A i SO R e ANME . I,
AR, BEFT GRS T R I ik, ann g pa )
SR Arnold il 5 3k B SCH 7 4 A0 HAs 1 58 AR L
FEORFRAIG 4 7 ER T AN AE , R, A 2 Be e vk iRt
e 55 i L ) Bt BTL ) 370 DA ) S — S R 7 PR AR, S8 B
1E . PTG o P AR e I 2 R v AR
JETHASC, HER T EE S SCHERR , (H AR IEL
WKEETR G P 5 ok S a0 B wLS5 8, N % SCh ik
RAFAE—E 0 R . MABIZE F R 1 e g 590 4G
B SCEMEORTE B Fibonacei-Lucas ZB#id%, X B SCSL
MBS, AROEREEE, IR SHA Bk
HCH SO0 I B, BRATRIE A, LABETT U P HE,
Xof B AL MR SC AL [ 5 306 I 10 SRR TR
S A, (RS SR B2 T B S, (e R gext
FRAE B S 8 A it — 25 42T . Chai S50V HTE
RIERG IR 4 4EREYLT 5k i 2h & % 30
FE AN BEAIL G 5 sh 25 BB 1, FEAR Y A SCRy
PE, Ak e BH e R AL S TR B AL

X RS SE RAE T N, BEJS , B AN [a] A 3 o] 6L
5B IRE , X IE [ 0 s SO B L (H
I, HoRRY 4 4k iR ol 2 50 EH i 1T Ak 2 %
JBE, BRI

BEXt BaR I, SO RIS SCRR 9T/ s AR,
WAL S &, SRBLT— M4 2
Wk . M SHA -256 W 7 J57 5K M — 2415 W 3C
IR 8 AL F# 8 ; PR L3Pk R R gE
RARMWAGE WA, Wikl — 45
WSO S B BEDL R AL s RIEIZF 8, T E X
AU B AR R AL, el S IRy 51 A SR B0 5
Bim, MRIELYE D R SRS, WE—1 16
x 16 BAELAME S &5 FUHAR B4R, &
SCHTY HHLH S S @OURIEHBAITTR, XHEAL
ERSIMIE « SN . fR, Yk BRI 5 ik
B 5 2 ek

1

JIr P2 B T XU AR S B S AR L E S @Ry EIR
R A 1, HAS T 2B B JETAIE A
MU BB SCEFL s T XU A Y B S AR AR TE S
BRI o R S I SOR G B R A A
2 A TR AR G T i A BRI KR 4 R R A S
RUOU AN ASCRT i S, T L R Rk X SO

— iR | | sHA-256%K |

4y
T
| mﬁl%ﬁ: | | :ﬁ‘?ﬁé‘l‘?ﬁiﬁﬁ%% |
v R
| e ESER || v | | RSN |
[ [T ]
v HE
| s | [ JekbisE |
B
| BilEG | | samsBh F—
R B
biliE:3 H
[ Emms | | sy sl [«
T

P XU o Bk

Fig.1 Process of bidirectional encryption algorithm
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Fig.2 Scrambling of initial image
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Tab.1 Constructed nonlinear S box
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Fig.3 Bidirectional diffusion results of scrambling images

bijs, KX @OIHE W, , ULLEFTFS W
Xiun > Yinn TERRIIRTE , X — 4858 S IR T R 58(:0(Q2))
SEHIEA, TR A

X'y = {X0,X 9, X 93 X o }
Y =YY 2 Y Y o |

FARAER A IFI X'y}, {y' ) AT eREL,
TR T BOB PR (%o} 5 {Yai}

Xo; =L(abs(x'2i+ Yo )= (Xt Y'Y )J)xlOMJmodZS
Yoi =L(abs(x'zi)—Ly'zi_|)x1014jmod28
@ LBS(Xy;,-3)

(13)

(14)
st mod AR AUE T ; LBS (xy,—3) fLEM X,

A 3 60 HARSERW LR L5 2 AR

AIEMP B C ={c,Cy, Oy | - WHRHE {X5; ) 5

{ya}» BRI BPR%L
pos(j)z(cj+kk'j)mod256
cl; = SB(pos(j)-1)

Kk = [Kk';@cl; @ X, @ y,; |mod 256

A ol IR B SCPE j MR ERI LY
R (H; SB(pos( j)—1) Ay SLI I ) FEIRFE L PRI,
H1 T pos(j) B5/ME N 0, 4 pos(j)=0 A, J4kLEn]
JERSLE S(255), JiT'S(255) MC R AEAE N 3.

WA AS) AT, BT SO R4 H R A TE )
WO, W ER G, LA 3a b, BT Rk

(15)



<248 - £, %% T

2019 4F- 8 H

W RGERE, A% SCULEL 3, XIS FE A
KM VLR 3d, MK 3 R, IEmYELE 4
W NG, R SCHAE ERWEE, AN
7.996 , HAZZ A LR 3b Ho¥A) . 5K 2¢ Ml f
AHEE, R U 0% SCE T R R s, O
4 3e.

2

T I o3 A B AR X R BRI A e, A
B Matlab 7.0 TR X H AT 224 FImF,
TR B E, K 8RB SCHk 8145 SCHik
[T AL Iy I % 5 Ze A g Xt BRAH . SIS 80k Tk
RIS % U, =08591, x',=0.6654, y',=0.9662,
kk, = kk ', =250 .

2.1

BRI 512 x 512 BUIKEE . R MG A R 5
55 HAn, AR LT S 5OCHRI8]. SCHR[9TT L, Xt
THENE, SR E 4, hY S RLR, 3R
T ST T b X KB | 0 BSOS O, HN A
BT MIRYE , A (5 BB B ER AR, BRI
AEAE X S PG P e By 15 B0 BTG . R T 1FEAG 3 FH)
ZE5, TR B ED DRI, (& Bh SCHER[1610 7k,
PR 4b—d. K 4f—h XA AGMEAE, Z5H I 2.
a2 AT, ANERIKEWSC, RO, Sk
[O1W &t e, 2 DRE R 7.997, 7.994, 5
FRIS(E SU2HER SR . Frt Sk B 5 Sk 9141

Rtk HARR RS (R 30 7.995, 7.991, 3CHR
[81/0 % A PR MR T ar 2 FhHi AR, 2 S0 4
H7.971 #7886, JREPRZFTREIEGAMN T —4HYS
AR SR 6 1 Bt L RS 2 I B0 B 38 ORI, e FE TRV
WISCHR RALE, bk T — DR S &
FBET I RTYBOILE, X B LR S E s,
FFHAS [ (AR V8 e 0 # 2 338 g 4 BOPIL I 5 A I SO
XU N, Fo/r MR SCRYLRPERRIE, WY KT %
BRI I), ol HLA 28 SO 2 4 BE A v o SCHR[9] 0] 2 )
PRI R G T i 4 4EBEHLF 2 ok b 2 3h 245 %
R S A B AL S5 sh A BB 2%, IR AL
TERL 3 HOR 52 B ST N , B ARARH h &
A IR TR RO , B 7853 R T 4 4R
RGN M 25 (8] 5 3l S etk , e etk
A, SCHR[8]WIJZFI A Fibonacci-Lucas 2846 5 14 £
X[ 47 1 bR SOk 58 BB 2, AR % B AR (1 S EL Y
BrAms T HISC, XTGP 2 B el = sk, DT
8T % SCH R AR

2.2

R T BIEIZ T R EURE SRR Uy = 0.8591
Skt B 2E 6 =107 X u'y SE RIS 5.
DApb g E) 2 ARSI u) =0.8591+107, U, =
0.8591-107" . FfiJ5, 5B 3 Bl 4K BEIRIE 4b,
SRR 5, hfEmBEE R, INE RGN E R
BT 107 it ME R, AR PR R T A R
TPARBUE W e E R, 0 IE Sa f1b; HA

b TR

e MR A3 TR A

c SCHR[S1HE ¥

d CHR[91H i

FRER

o SCHR[SIFTE h SCHR[91H i

K4 e scRnbs
Fig.4 Effect test of image encryption



F40HE F1s5W

ERRAE: EETXUAANCY AU AR LM S &Y G 8 5k - 249 -

2
Tab.2 Cipher entropy
o B IE-RR SCHK[S] SCHR[9]
K 5b & st Kl 5¢ Kl 5g [# 5¢ & 5h
R 7.995 7.991 7.971 7.886 7.997 7.994
30
s AT A

b FEIREHIL U,
5 BRI TR i B RUR I K
Fig.5 Key sensitivity test of the proposed algorithm

WPIAR R AEATAT i 22, A RE v e 2 2 S0, LI
5c; WIS A9 MSE il 26 i LR R A2 3l , HAEREFE = 0,
DLP 5d. 3EFEsr R TR XU N R SR A5
f14 2 S

2.3

TEPE B SO S I Rk 1 H e A A TS A
Xof MG AR B T ROR B U Y, R, e R
42 1IN 5 R G0 2 O S i IR BT Ok 28 i g
NPCR ( Number of pixel rate ) 5 UACI (unified av-
eraged changed intensity ) & P4l Il 25 22 8t A BT ik £ 1A
P R ERE: K Y v S U =X B by [

%iDifp(l(i,j),l'(i,j))
NPCR == T x100% 16
P (R K (N ) E N ()]
pifp (1 (3, J).! ("J))_{L 1 )= 1'(i. )
UACI=wiH {Z“ . j)z—S;'(i» j)leOO% 0

A WxH ZEGRSE; 1, 105000 2 A8
2N G S, HaX 2 NSO R E— A 2 7K
FEAENT,

FE da VAR B AR, FHA AT (83,2004
HIAG ZE K FEAE 169 1B 190, Ml s B o % .
IR B FT I 58 . SCHERI8]. SCER[O1R & i /2, *f
WA B SC 5 1 e EG SE R pE PR m %, 53 2 A% 3.
FHFK(16—17), M T4 5H 20 NPCR 1 UACI (i
2, W 6, MG MRS s LB, SCHR9]5 Prde Ak
HL&& AR SRR e 5 I SC e By, AL T SR [8)
F N 7 %6 o SCHR[91F 2 1) NPCR H1 UACI {4351

c IEEFEHL U,

MSEfE(x102)
S &

S W

5 432-10123 45
ﬁé(xl()'”)

d MSE {4k

1.0
09F
0.8 F
0.7F
0.6
051
04F

03 F
02 —o— SRR

’ —— JCHR[913
0.1 —o— STHR[8)A

0 1 2 3 4 5 6 7 8 9 10
AT
a NPCR{EMi#4

0.34 —_—
0.32
0.30
0.28
0.26
0.24
0.22
0.20
0.18
0.16
0.14
0.12 |
0.10 +
0.08 | —— R

0.06 | —t— S HR[9]5
8-8; —>— CHR[B1E

NPCR

UACI

0 1 2 3 4 5 6 7 8 5 10
EACCE
b UACHHE ML,
K6 3 FhE kBT SCHc e i
Fig.6 Anti-plaintext attack ability test of three algorithms
FiE 99.86%71 33.82%. {77 &M E NPCR Al
UACT 55 152 99.74%H1 33.69%. SCHR[8]HTLEHE W
SO AN R R IR, HAZE NPCR Fll UACH {53510




. 250 - f %% T %

2019 4E 8 H

97.92 # 33.37%. JRPHIEA )7 2Rl SHA-256
WG A 7 R AR — 20 5 B SO DI G 25 80, LAk
BT B2 SO, SE A SCR IR R B AL, A
EEAL AR B S, i Ho R A AR S SR
)4 EOL ) B %85 4R35 5 B SO G, AT S &K T
B 25 T ) IR P A B BURR M L AT LA 3 A AR B SOk
i o AR A P R 35 B BH SC et vk AR
R[] W) 45 A5 e R A2 I RIS, T BT B s X i S
e U, NN A A AR 2 T B B B S IR
FEEIRSRANTE], ATME LAVE R & B SC . SCRR[915 T
PERIEIN, HEEAE RS W P s Y 5 SCh
K, i HL OB a) AL S A 3B 2 B0 2 B S
AL AN 4 HEEBIR E R G R B 24 A 2 (B S0,
Uik PE I SCHCH B8 7 5o o SCHR[8 ] Y AL ) 3 it F2 11Y
hnas B BAR 5 WSO G, HO2 A B LI, 2 A
A Fibonacci-Lucas A (%) 3l 5Pk e AR K A7 &,
i FC B LA AR Z WS T IR SC, i B e 5 B SC T g

AfeiE— 8,

2.4

RAF A Bk AMCE BB % 2, 0
WA B E LS, LISEIRE IS, S0 b6 K E
EIMG RS A Mx N, XTI | SCHR[8]45 SCHR[9]
M, Hnsaiigyy g ail-y#r. XUk,
HFEIHERFEET AL SR RENENR. S &
MY A B, EERL A S, X 3 Ak R B AR A
54 0(2MN), 0(256), o(MN), o(2MN), HIxfF
Mx N5, 0(256) "] LAZREATE, Flit, Frighns
FEME A5 0(SMN) o STHR[910 5 44 i = L4
e 4 S AIRIE RS AL X E LS a3
B, HEJERH M 0(4MN), o(2MN), o(2MN),
WL 2% 0 o(8MN) o SCHR[81AY & 4% T B4
HOE T AR G kA EEL S YL, 3
MR B4 o(MN), o(MN), o(2MN), ik
HEME AN 0(4MN) .

h T RUEAR R e RE, LLE Sa RS
%, &8 Matlab V&, FEECE NEUR 2.5 Hz, A%
CPU, 8 GB . 500 GB fifi 4% Fil Windows XP %
GER TAENL L, XFPTHRSAE . SCHR(8]5 SCHR[9]E 1T
s, FEm51h 0.59, 1.84, 0.36 s. 1] WLSCHR[8]
) Jon 28 A SRR G, i i R v B LA B v B
W, SCHR[91M R 24 B e o

ZE LTIk, SCER[8]H SR HAT sy I I B R00%
(EIZ PRI SCRR[9] AR HAA AR A9 22 2k
RERE SR AT ) MU e 18 W S A 45 2R iy, (R 2
K, S DATE O R 485 SCe ak o PT Rk 4

UF MBI 1 R SR e, AMLE R B R A
P, [ A R T

3

R T EINE RE P e SRR, Wit T
FF XA Y S AL ME S & EG N Bk 5l
A SHA-256 My Jiide, FRM—2H 5 B SO SC R
A, TR SR X B S A UM 5 IR sk gk
AR IR A IR R G RIG S , E kAR
KK Db B AL 5 v TR 1 e 9 5 R e SC RS
SN S = DA OR NI WA I I N TR R VA )
W), MOARMSE R E, T BRIRTE R, B3R m
RGN s RS 51 B A28 ok i) 28—~
16 x 16 MAESE S &, it L S &AM T
PEALH S ATy OLE], ST R AL RS Y IE W
B 5 FEBETE A 5 EOHL , X 1E 1) 28 S0 58 S N
B, R T PR AR s e 4k, R 2
Jr R 7 I T PR PE S ROR TR/ R 512 %512
A S, HAERH N 0.59 s, H EAG #E% 4 8
BEME, B SR E B 107 g i e Ak, A e A JE
I

S ECHk -

(11 E3&, &y ETRMERSES 207 Wy 8oy 40m
B[], A% T AL, 2017, 38(23): 217—222.
WANG Yao, XU Yang. Image Encryption Based on
Chaotic System and Multidirectional Diffusion[J].
Packaging Engineering, 2017, 38(23): 217—222.

[2]  E#. Haar BEUE A5 251 B fin

B[] LT, 2016, 37(21): 182—191.
WANG Lei. Encryption Algorithm of Transforming
Coupling Dynamic Gravity Model Based on Haar In-
teger Frequency[J].
37(21): 182—191.

[3] I, R HTHEE-Lucas IS EALE 7Y
B RN 3 SR (7], P4 R DS A A4 (A AR
hR), 2018, 43(5): 106—115.

WANG Yao, XU Yang. Image Encryption Algorithm
Based on Golden Section-Lucas Dynamic Scrambling

Packaging Engineering, 2016,

and Difference Diffusion[J]. Journal of Southwestern
Normal University (Natural Science Edition), 2018,
43(5): 106—115.

[4] LIU Jing-yi, YANG Ding-ding, ZHOU Hong-bo. A Digi-
tal Image Encryption Algorithm Based on Bit-Planes and
An Improved Logistic Map[J]. Multimedia Tools and Ap-
plications, 2018, 77(8): 10217—10233.

[5] CAO Chun, SUN Ke-hui, LIU Wen-hao. A Novel
Bit-Level Image Encryption Algorithm Based on
2D-LICM Hyperchaotic Map[J]. Signal Processing,



40 %

158

ERRAE: EETXUAANCY AU AR LM S &Y G 8 5k - 251 -

[11]

[12]

2018, 43(9): 122—133.

PG, Fe TR Gyrator 284 5 & 45 A O 2 EIR
hngg BL ] T RALI RS AR, 2018, 26(7):
251—255.

YANG Peng. Optical Image Encryption Algorithm
Based on Chaotic Gyrator Transform and Compressed
Sensing[J]. Computer Measurement and Control, 2018,
26(7): 251—255.

W F AL, FRSCHE . BT S TR LA B BE (R e
A BB FEIE [9]. Sk R (A SRR i),
2014, 29(2): 18—27.

YE Rui-song, GUO Wen-hua. Image Encryption Algo-
rithm Based on Bit Plane Scrambling and Bidirectional
Diffusion of Gray Value[J]. Journal of Shantou Uni-
versity (Natural Science Edition), 2014, 29(2): 18—27.
MA'Y, GE R, LI S. A Fast 1D Chaotic Map-Based Im-
age Encryption Using Generalized Fibonacci-Lucas
Transform and Bidirectional Diffusion[C]// Chengdu:
Eighth International Conference on Digital Image
Processing, 2016: 20—23.

CHAI Xiu-li, YANG Kang, GAN Zhi-hua. A New
Chaos-Based Image Encryption Algorithm with Dy-
namic Key Selection Mechanisms[J]. Multimedia Tools
and Applications, 2017, 76(7): 1—21.

W%, TAEM. JET SHA-256 Fl DNA ¥4I HI R A0
THERSIR AN Ok ()], R TR AR AR, 2017,
57(6): 629—637.

YANG Hong-yu, WANG Zai-ming. Chaotic Encryption
Method of Color 2D Code Based on SHA-256 and
DNA Sequences[J]. Journal of Dalian University of
Technology, 2017, 57(6): 629—637.

HUA Zhong-yun, ZHOU Yi-cong. Image Encryption
Using 2D Logistic-Adjusted-Sine Map[J]. Information
Sciences, 2016, 339: 237—253.

S TSRS B [ T A Sk Y S &R
GWEFE[I]. BHFHOR 5 TR, 2014, 14(10): 70—76.

[14]

[15]

[16]

[18]

JI Quan-peng. Research on Cipher Optimization Sys-
tem Based on Weighted Discrete Imperial Competition
Algorithm[J]. Science and Technology and Engineer-
ing, 2014, 14(10): 70—76.

MAIJID Khan, TARIQ Shah, HASAN Mahmood. A
Novel Technique for The Construction of Strong
S-Boxes Based on Chaotic Lorenz Systems[J]. Non-
linear Dynamics, 2012, 70(3): 2303—2311.

REUL. FETEE S AL I AR By P
S E L. R ARS TR, 2014,
14(12): 66—72.

WU Ming-xin. Research on Real-Time Block Update
Algorithm Based on Dynamic S-Box Mechanism and
Block Optimization[J]. Science and Technology and
Engineering, 2014, 14(12): 66—72.

TR, REIE. BT R G IR R G
# S S EMIE[I. ALY S, 2015,
32(8): 304—307.

YIN Xin-fu, YUAN Xue-xia. Robust S-Box Construc-
tion Algorithm Based on Linear Transformation Cou-
pled Chaotic System[J]. Computer Applications and
Software, 2015, 32(8): 304—307.

CHEN Lin-fei, HE Bing-yu, CHEN Xu-dong. Optical
Image Encryption Based on Multi-Beam Interference
and Common Vector Decomposition[J]. Optics Com-
munications, 2016, 361(15): 6—12.

B, SO, sk4E. BT IRA MO 5L
R EHAL S G RIL (0], S R
%, 2018, 32(11): 159—170.

ZHAO Liang, WANG Wen-shun, ZHANG Wei. Optical
Image Encryption Based on Mixed Phase Mask and
Nonlinear Pixel Interchange[J]. Journal of Electronic
Measurement and Instrument, 2018, 32(11): 159—170.
LIU Wen-hao, SUN Ke-hui. A Fast Image Encryption
Algorithm Based on Chaotic Map[J]. Optics and Lasers
in Engineering, 2016, 84(7): 26—36.



