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ABSTRACT: In order to improve the robustness, reading speed and information hiding capacity of printed quantum dot
images, the work aims to propose a reliable encoding and decoding algorithm for composite spectral printed quantum dot
image. Firstly, ChaCha20 encryption algorithm, SHA-256 hash algorithm, (331, 225, 367) convolutional code and
interlacing coding were combined to encode the plaintext information into binary secret information with security
verification and error correction capabilities, and then pseudo random synchronization information was inserted, and mask
matrix scrambling was carried out, which was mapped into a printed quantum dot image that could be solved jointly by
adjacent data. Finally, two sets of printed quantum dot images were used to modulate the carrier image to realize the
large-capacity information hiding of composite spectrum. The experimental results showed that the generated composite
spectral printed quantum dot image could resist the noise attack within 20%, the reading time was about 0.1 s, the
embedding rate was 2 bpp, and the Peak Signal-to-Noise Ratio (PSNR) value was about 40 dB compared with the original

carrier image and the structural similarity (SSIM) value was about 0.97. Compared with other algorithms, this algorithm
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has higher robustness, better invisibility and faster reading speed under high embedding rate.

KEY WORDS: printed quantum dot image; composite spectrum; convolutional coding; information hiding
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Fig.1 Printing and photographing of images containing composite spectral printed quantum dots
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10 o SO : FEMUE . 202 408 056 584
2 - o .::' . s . ':'.: e ::"'. HIif: 0.097 333 s
TSI I BB 15%
15 R S KRR PRI B 202 408 056 584
............... Jif}l: 0.087 169 s
Sl e PG 20%
20 e ] IR FRIUE E. . 202 408 056 584

Filt: 0.096 793 s
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3.2 EISHT
3.21 RS

B S RUESCR R HIE (5 b (Peak Signal To
Noise Ratio, PSNR ) Fligh#g#H{l44 ( Structural Si-
milarity Index, SSIM ) R PEM, A W (18)~(19 ),

Py (p(i24). P’ (i, ))) =

mxnx256

101g (18)

m—=1 n-1

2.2, (p(i7)=# (1))
P p )RR p/, ) MR s m.
n 3R 2 A G 5 B R B
Ssim (x,y)Z
(2u(x)u(y)+C1)(2Cov(x,y)+C2)
(u(x)2+u(y)2+Cl)(s2(x)+s2(y)+C2)
A x AEHEME; vy I EE; ux). u(y)
KA ; Cov(x, YA Z; s°(x). sSO) N E;

(19)

C1=0.01x256%, C,=0.03x2567,

3.1 WA E R AOGIEE & A EUR, A
K (Embedding Rate)y 2 bpp, HEHEK) PSNR K
40.77 dB, ULEH & A OGS EL R T A BRI AN ] I
P R R IEM 25k, SSIM K 0.97, UEISE AL
Tk E R S R B i R R BN, 5 R R R A E R
Z I AR R K o
322 EiLEE®HMIL

5 SCHR[16]~[181LA K (7, 4)1 B 45 3k 47 % b 52
5, I3RS A B ek ] UIE A 3D 9 B K BER, UL
T, LN LA R, ABER (331, 225,
367) G PR MR AL S 7 58, AHILBENL AR LA
TSR ZE F AR TR, R HR AR BTMAR E WP TP
FIEpetE, [RIIE, (331,225, 367)3%& P 1Y 2 5 R A0
YRR, FEIRIKE B 15, 7F BER 15 2] 20%HT,
A B R S A SR AT B B ME AR U0, R R A
AR FRAT BN 2 72 rh B4 T 5 1 Bt T 00 R IE 1 TR 052

&b
He o

x7 7AF BER TABEXIFWLHFR
Tab.7 Decoding by different algorithms at different BER

s ST IER PR (Yes/No)

E eSS BER/% - — — - -
SCHk[16] SCHR[17] SCHR[18) (7, 4L W] BN RN
<25 Yes Yes Yes Yes Yes
(2.5,7.5] No Yes Yes Yes Yes
o (7.5, 10.0] No Yes Yes No Yes
Fifi #1075

(10.0, 12.0] No Yes No No Yes
(12.0, 20.0] No No No No Yes
>20.0 No No No No No
<70 Yes Yes Yes Yes Yes
(7.0, 12.0] No Yes Yes No Yes
5 K M (12.0, 16.0] No Yes No No Yes
(16.0, 20.0] No No No No Yes
>20.0 No No No No No

3.23 EHEMEMIILE

BRI AN [ RS B A 1 R, A )
FLR AT, ISR 8. SLIRASRRN], ASCRM
(8 D REAIL IR 2545 S B AT 2, s A AR R e S
5, AT SCRR[16- 1817 2R T B4y 3k 1y 4 1 /] 25 15
f75 58, L THD0 MRS TP HAT 2 I, fefgde e
R ERE , I ELGF T i MR R BR A 4 [ A R
HATE I AR, XA R RSE T BRI B [ £
FAE 0.2 s LI, BERBAESEBRI T o P S i s
HOIEN s

®8 ARBEZERERIEFSESHEERE
Tab.8 Decoding time of printed quantum dot information
by different algorithms

P[] /s

BERRF

SCHR[16] SCHk[17] SCHK[18] ?gﬁ’ﬂ?% EINC RS
87x87 0.57 0.84 0.08
90%90 0.78 0.45 0.09
111x111  1.86 1.46 1.42 0.09
120120 3.12 1.47 2.48 332 0.10
135135 5.72 1.47 4.70 586  0.10
180x180  18.70 1.51 1633  19.06  0.12
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FIH SHA-256 WAy 51k AL i 0 0E A R BRI IE e
BRI, AR B 1 B R i RE 45 B A S IE L R s
JA ChaCha20 %5k, (13 RE% AW P Ik
PECECHR 2, DB PRATL S 1 o 38 o 38 S ol 2
KRGO LM S T, R (331, 225, 367)6
TR XT BE AL 75 () 2 45 e 0, 1 — 20 1 Bl 2 0
BRIt s DhBEALIRI 2D A5 B sud A, 7502
e 2z () B AP HE SR I0 (5 B, PRIE AR B U — S B R
TP R B AT S, AR K b R A A i g [R]
SERERAR, 2 W B o G R AR BRI T A
SR, FEAS AT WS FIZ ARG B AT A9 B =
MBS, BEEEmARE, LR, RRRAR
() B R 7 A5 4R BER AT LAIAF] 20%, {REEE]7E
0.1 s 7247 FE GGG & S BRI A RN
2 bpp, SELHIAREILI) PSNR 528 40 dB, SSIM
2574 0.97,

&% 3Lk
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